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§ Data incidents and breaches

§ Pre-planning for an incident

§ The first 24 hours

§ Investigating breaches

§ Compliance considerations

§ Beyond the breach: liability and litigation

§ Takeaways

Agenda: Topics We Will Discuss Today
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Data Incidents and Breaches

§ Incidents v. Breaches

§ When is an incident a breach?

§ Why does the distinction matter?
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Pre-Planning for an Incident

§ Breach Response Plan

§ Internal Reporting

§ Outside vendors

- Legal
- Forensics
- PR
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The First 24 Hours

The first 24 hours upon discovery of an 
incident are crucial:

§ Business continuity

§ Identification of incident

§ Remediation

§ Contacting stakeholders and vendors
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Investigating Breaches

§ Document and evidence preservation

§ Developing an investigation plan

§ Investigations depend on root causes

-Third/outside party

- Insider threat

§ Law enforcement involvement

§ Internal v. external investigation

§ Law & forensics
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Compliance Considerations

§ Government Notifications
-Differ by jurisdiction
-Can be more immediate

§ Individual Notifications
-Differ by jurisdiction
-Not immediate

§ Contractual Obligations
-Can differ greatly from regulatory 

requirements
-Not confined to personal information
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Liability and Litigation

§ Insurance

§Government investigations

§Consumer litigation

§Counterparty litigation

§Criminal proceedings



©  2015 Foley Hoag LLP. All Rights Reserved. 10©  2020 Foley Hoag LLP. All Rights Reserved. 10

Takeaways

§ Have a plan

§ Investigation conduct 
is crucial

§ Compliance obligations 
can be varied

§ Mitigate litigation risk 
but prepare for the 
worst
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Cybersecurity Incident Response Team

TEAM MEMBERS:

Colin Zick

Chris Hart

Veronica Jennings

Jeremy Meisinger

Rachel Hutchinson

Stephen Stich
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Security, Privacy and the Law Blog

The Foley Hoag Security, Privacy and the Law Blog focuses on the 
security and privacy issues encountered by businesses that often require 
immediate and discreet solutions.
www.securityprivacyandthelaw.com

http://www.securityprivacyandthelaw.com/
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